[bookmark: _vysa6clsgwxh]Draft Security Governance Statement

<Organization>’s board of Directors understands its role as “Senior Management” - ultimately responsible and liable for any asset loss, and defining the security and privacy policies.

Security professionals are responsible for implementing security and privacy policies, and users are responsible for complying with the policies.

<Organization>’s board of Directors places great importance on people, information security, including cybersecurity and privacy.

<Organization> takes a top-down approach to managing cybersecurity. The following statements ensure that broadly; the various teams will be empowered to implement processes and solutions that support this approach with the goal to implement and maintain systems and process’ to ensure that our “assets”; information, supporting or otherwise are fully protected with regard to the following three principles:
 
· Confidentiality (ensuring that information assets are not disclosed to persons or systems that do not have the authority to access them)
· Integrity (ensuring that information assets are not modified without proper authority, ensuring that they can be trusted to be true and accurate)
· Availability (ensuring that information assets are available when they are needed)

Implement and maintain systems and process’ to align with Functions included in the NIST Cybersecurity Core Framework:
The five Functions included in the Framework Core are:
· Identify
· Protect
· Detect
· Respond
· Recover
[bookmark: _cxoeku1gktax]Identify
The Identify Function assists in developing an organizational understanding to managing cybersecurity risk to systems, people, assets, data, and capabilities. Understanding the business context, the resources that support critical functions, and the related cybersecurity risks enables an organization to focus and prioritize its efforts, consistent with its risk management strategy and business needs.
Examples of outcome Categories within this Function include:
· Identifying physical and software assets within the organization to establish the basis of an Asset Management program
· Identifying the Business Environment the organization supports including the organization's role in the supply chain, and the organizations place in the critical infrastructure sector
· Identifying cybersecurity policies established within the organization to define the Governance program as well as identifying legal and regulatory requirements regarding the cybersecurity capabilities of the organization
· Identifying asset vulnerabilities, threats to internal and external organizational resources, and risk response activities as a basis for the organizations Risk Assessment
· Identifying a Risk Management Strategy for the organization including establishing risk tolerances
· Identifying a Supply Chain Risk Management strategy including priorities, constraints, risk tolerances, and assumptions used to support risk decisions associated with managing supply chain risks
What Identify means for <Organization>:
Ensuring information security within the organization complies with all applicable legislation and contractual requirements, as a core element of corporate governance. This includes compliance with regulations for example GDPR (when doing business with EU Countries, or PCI DSS should the company process, transmit or store cardholder data)
Threat modelling.
Risks in all areas of the business are identified, documented and reviewed regularly.
Risk Awareness acts as a vehicle to ensure visibility to the overall risk register, reviewed regularly.
Understand the Regional differences in the areas we do business and understand the legal requirements for each region.
Accountability - employees are held accountable for breaches in policies and results of actions are documented.

Documented Policies - Policies and procedures understood during employee onboarding and readily available to employees. This might take the form of policies, standards, baselines, guidelines, procedures where applicable.

Supplier and 3rd Party Management - Risk-Based Security Assessments performed on ALL 3rd party suppliers. Assessments strength will match asset classification based on the classification of data the vendor will be processing.  Only security approved vendors will be onboarded. This includes SaaS services sometimes purchased on personal or company credit cards. Automated Yearly Reassessments of all vendors. All Risks related to implementations reviewed using a risk management vehicle.

Layered defence-in-depth security strategy applies to all systems.
Strong “15 characters or more passphrase” password policies. 
Managed/Hardened Systems and Application Security, SSO and Multifactor authentication for all Systems, Data Encryption, Patched Systems, Corporate Data Managed on any corporate or personal device, secure disposal of data assets, Regular internal and external penetration testing, reports and result on vulnerability posture reported using risk management review vehicle. Security team dedicated to responding to attacks IDS/IPS and log monitoring and alerting tools. Continues improvement of the organization's security posture part of short and long term strategic goals.
[bookmark: _azu8574tg7tm]Protect
The Protect Function outlines appropriate safeguards to ensure delivery of critical infrastructure services. The Protect Function supports the ability to limit or contain the impact of a potential cybersecurity event.
Examples of outcome Categories within this Function include:
· Protections for Identity Management and Access Control within the organization including physical and remote access
· Empowering staff within the organization through Awareness and Training including role based and privileged user training
· Establishing Data Security protection consistent with the organization’s risk strategy to protect the confidentiality, integrity, and availability of information
· Implementing Information Protection Processes and Procedures to maintain and manage the protections of information systems and assets
· Protecting organizational resources through Maintenance, including remote maintenance, activities
· Managing Protective Technology to ensure the security and resilience of systems and assists are consistent with organizational policies, procedures, and agreements
What Protect means for <Organization>:
Protecting our people. Physical security controls, to include deterrent, detective, and preventive measures, to mitigate physical security issues. 
Protecting data - Confidentiality, Integrity and Availability

This includes health and safety.

Integration of information security, privacy and best practices into business activities.
Secure Hiring Practices.
Information, supporting assets or otherwise are protected based on its secrecy, sensitivity, or confidentiality. This includes classification labels dictating sensitivity and retention.
Change Control
Rigorous change control mechanisms ensuring changes and impacts of changes in all areas of the business understood, documented and auditable

Targeted Awareness Training
Managers/Leaders responsible for the correct security training based on job roll (for example “privacy by design” for members involved in systems implementation and design). More frequent targeted training for front line service desk staff that includes the latest incident classifications and lessons learnt. 

Disciplinary Measures
Clear Disciplinary Measures for breach of the organisation's policies.

Acceptable Use Policy
Technology-enabled enforcement where possible monitoring breaches 

Levels of protection
Identify Encryption standards and match the key size to retention times

Data Retention
Retention based on legal requirements of data, proper (protected/encrypted) storage to Destruction of data.
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The Detect Function defines the appropriate activities to identify the occurrence of a cybersecurity event. The Detect Function enables timely discovery of cybersecurity events.
Examples of outcome Categories within this Function include:
· Ensuring Anomalies and Events are detected, and their potential impact is understood
· Implementing Security Continuous Monitoring capabilities to monitor cybersecurity events and verify the effectiveness of protective measures including network and physical activities
· Maintaining Detection Processes to provide awareness of anomalous events
What Detect means for <Organization>:
Management, Monitoring and Review
Monitoring/Management of accounts onboarding and offboarding
Separation of Duties, Need to know and principle of least privilege applied to creation/changes during employment
Regular account validation and group membership audits
Detect changes and validate correct change control process’ have been followed
Central Log collection and management from all possible applications and services to replay security incidents, timely review and response.
Incident Management - Documented incident response alerting appropriate teams and regular review integrated into risk management reviews
Code, log reviews and vulnerability scans.
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The Respond Function includes appropriate activities to take action regarding a detected cybersecurity incident. The Respond Function supports the ability to contain the impact of a potential cybersecurity incident.
Examples of outcome Categories within this Function include:
· Ensuring Response Planning process are executed during and after an incident
· Managing Communications during and after an event with stakeholders, law enforcement, external stakeholders as appropriate
· Analysis is conducted to ensure effective response and support recovery activities including forensic analysis, and determining the impact of incidents
· Mitigation activities are performed to prevent expansion of an event and to resolve the incident
· The organization implements Improvements by incorporating lessons learned from current and previous detection / response activities
What Respond means for <Organization>:
[bookmark: _4dycnknzkbmc]Information Security Incidents
Provide a mechanism for the prompt identification, reporting, investigation and closure of information security incidents including process’ for collecting evidence and preserving the chain of custody where applicable.
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 The Recover Function identifies appropriate activities to maintain plans for resilience and to restore any capabilities or services that were impaired due to a cybersecurity incident. The Recover Function supports timely recovery to normal operations to reduce the impact from a cybersecurity incident.
Examples of outcome Categories within this Function include:
· Ensuring the organization implements Recovery Planning processes and procedures to restore systems and/or assets affected by cybersecurity incidents
· Implementing Improvements based on lessons learned and reviews of existing strategies
· Internal and external Communications are coordinated during and following the recovery from a cybersecurity incident
What Recover means for <Organization>:
Continuous improvement and Lessons learnt and built into all areas of design and recovery
Business Continuity Management
Ensure essential functions are identified and up and running during a disaster and to recover with as little downtime as possible. Ensuring information assets is not compromised even when faced with a wide variety of unplanned business interruptions and continues to be so after restoration procedures.
Yearly testing of Business Continuity and Relevant Disaster Recovery Plans.

Credit:
The Five Functions | NIST
https://www.nist.gov/cyberframework/online-learning/five-functions
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